Using illusions and perception activities
in online training

A practical guide for creating short, engaging learning moments
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Why use a shortillusion in online training?

A simple activity can create big learning opportunities
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ATTENTION CURIOSITY SURPRISE DISCUSSION LEARNING
Grabs attention quickly Encourages participation Creates a memorable moment Stimulates critical thinking Links to real-world topics
A\, Q o
- -

An unexpected or Delegates want to An outcome that Delegates share ideas, The debrief connects

curious activity know what will happen defies expectations challenge assumptions the illusion to relevant
breaks routine and and are more likely creates interest and and consider why it workplace topics such as
focuses attention. to engage. is more memorable. worked. perception, bias, risk and

decision-making.

® For professional discussion and reflection e Illustrative, not exhaustive ® Activities should be
@avsec adapted to the audience and learning context ® Apply alongside appropriate organisational

RESILIENCE evidence, risk and decision-making processes



The basic desigh sequence

A simple structure for online illusion and perception activities

1 (2, 3, <3 oA

PARTICIPANT INTERRUPTION CHANGE
ACTION Remove direct Introduce the effect Show the outcome

Engage and focus comparison

CHALLENGE

Set a clear task

Present the new
information or
unexpected outcome
to create surprise
and interest.

sﬁ REVEAL

Change, switch or
reframe the information
while attention is
elsewhere.

Briefly hide, cover or
distract to prevent
direct comparison

with the original
information.

(’/;) INTERRUPTION

Delegates make a
choice, observe
something or provide
a response.

Give delegates a simple
instruction or question.
Make it quick, clear
and easy to follow.

P CHANGE

PARTICIPANT

CHALLENGE ACTION

EXPLAIN
What happened?

Reveal how the effect
works (at a high level)
and link to perception,
attention or decision-
making.

o EXPLAIN
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REFLECT

Connect to learning

Discuss the implications
for real-world topics
such as risk, intelligence,
security, communication
and human factors.

=~ REFLECT

@ | A short illusion captures attention. A structured debrief turns it into a valuable learning opportunity.

For professional discussion and reflection e Illustrative, not exhaustive ® Activities should be
adapted to the audience and learning context ® Apply alongside appropriate organisational
evidence, risk and decision-making processes
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Example: The disappearing card

How a simple online illusion can be structured

O [ 2] © O 54 O

DISPLAY CHOOSE CONCEAL SHUFFLE REMOVE RESET REVEAL

Show six cards Delegate selects one Turn cards face down Create an interruption Take one card away Five cards remain Show five different cards

NCE evidence, risk and decision-making processes

Trainer action: Participant action: Trainer action: Trainer action: Trainer action: Trainer message: Effect:
Present six different Mentally choose Turn all cards face down Briefly shuffle or mix Apparently remove We started with six, All five cards are
cards on screen. and remember to remove direct the face-down cards the chosen card. removed one, different. The original
one card only. comparison. on screen. five remain. chosen card has
disappeared.

CHOICE INTERRUPTION CHANGE EXPECTATION REVEAL

Focus attention Remove direct Provide a plausible

: = : Show the outcome
on one item comparison explanation

Replace all cards

..I KEY PRINCIPLE: The participant focuses on one detail. The interruption prevents direct comparison. The reveal exploits what they expected to remain unchanged.

® For professional discussion and reflection e Illustrative, not exhaustive ® Activities should be
adapted to the audience and learning context ® Apply alongside appropriate organisational
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Example: The word that wasn't there

DISPLAY
Show a list of related
words

BED
REST
AWAKE
TIRED
DREAM
PILLOW

Trainer action:
Present a list of related
words on screen.
Do not include the
target word.

ASSOCIATION
@ Related information

is presented

REMEMBER
Participants study
the words

Participant action:
Try to remember
as many words
as possible.

MEMORY

@ Information
) is encoded

&

REMOVE

Take the list away

Trainer action:

Remove the word list
from the screen to

prevent direct
comparison.

A

2

How a memory illusion can be structured

54

INTERRUPT TEST
Introduce a brief Ask which words
distraction they saw
beeeeg

Trainer action:
Use a short,

INTERRUPTION
Direct comparison
is removed

unrelated question
or task (e.g. a quick
poll or calculation).

O

[] BED
[] REST

& SLEEP
[ ] DREAM

Trainer action:
Show a mix of original
and new words.
Ask participants which
words they remember
seeing.

RECONSTRUCTION
Memory fills the gaps

]

54

COMMIT

Participants make
a choice

REVEAL
Show the truth

_SlLeer—
BED
REST
AWAKE
TIRED
DREAM

| PILLOW

Effect:
SLEEP was never
shown, but many

people confidently
remember it.

S ¢ REVEAL
3 ' = The target word

was not shown

Participant action:
Decide if the target
word (e.g. SLEEP)
was on the list.

CONFIDENCE
People commit
to their answer

.ll KEY PRINCIPLE: Memory can reconstruct information. People often remember something that was never presented, especially when it is closely related to what they saw.

For professional discussion and reflection e Illustrative, not exhaustive ® Activities should be
adapted to the audience and learning context ® Apply alongside appropriate organisational
evidence, risk and decision-making processes
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Example: Spot the change

How a change-blindness activity can be structured
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SHOW SCENE A INTERRUPT SHOW SCENE B REPEAT ASK PARTICIPANTS REVEAL THE CHANGE DISCUSS
Display the first image Replace with a blank Display the second Show A and B again What has changed? Highlight the differences Link to learning
for a few seconds screen or mask image

Trainer action: Trainer action: Trainer action: Trainer action: Participant action: Trainer action: Darn OE:;:::S Bow
Show the scene for Briefly remove the Show the new scene Alternate between Ask delegates to identify Highlight the changes We ean Fhiss oBviols
3-5 seconds. image (e.g. 1-2 for 3-5 seconds. Scene A and Scene B what has changed. (e.g. gate number, changes, even when
seconds) or use (e.g. two or three times). Use chat, poll or suitcase colour/position, looking directly
a mask/transition. discussion. additional/removed item).

at the scene.

INTERRUPTION CHANGE REALISATION LEARNING
ATTENTION DETECTION Bl e ik
happened and the

Breaks direct Subtle differences We try to find We often miss
comparison are introduced what changed obvious changes real-world implications

Focus on the scene

.ll KEY PRINCIPLE: Our attention is limited. When the original image is removed, we cannct directly compare, so we often fail to notice changes.
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Example: The 1089 prediction

How a mathematicalillusion can be structured

CHOOSE A NUMBER

REVERSE IT SUBTRACT REVERSE AGAIN ADD
Ask delegates to choose Ask them to reverse Ask them to subtract Ask them to reverse
any three-digit number the digits the smaller number
with different digits

Ask them to add the
the result
from the larger number

REVEAL DISCUSS
The answer is always
original result and 1089
the reversed result

Explore why it happens
and link to real-world

topics

Trainer action:

Ask them to write
the same digits

Trainer action:
Ask participants to
choose a three-digit
number with different

Trainer action:
digits (e.g. 317).

Ask participants

Trainer action: Trainer action: Trainer action: Trainer action:
Ask them to reverse Ask participants Reve-eal that the answer
to subtract the smaller the digits of the result to add the original result is always 1089,
in reverse order number from the larger (e.g. 693). and the reversed result
(e.g. 713). number (e.g. 713 — 317 = 396).

i e==) REVERSAL

ee choice P
for participants y Digits are reversed

Explain the mathematical

reason and link to wider
no matter WI".IICh t_hree—digit topics such as patterns,
(e.g. 396 + 693 = 1089). number with different assumptions, decision-
digits was chosen.
SUBTRACTION

Find the difference

ol

making and verification.
REVERSAL ADDITION 3
Reverse the result Combine the numbers

can influence our decisions and expectations.

REFLECTION
Always 1089

Discuss the
implications
avsec

PREDICTION
KEY PRINCIPLE: A simple sequence of steps can create the appearance of a free choice, but lead to a predictable outcome. This shows how structure, context and framing

For professional discussion and reflection e Illustrative, not exhaustive ® Activities should be
adapted to the audience and learning context ® Apply alongside appropriate organisational
evidence, risk and decision-making processes




Example: Seeing what isn't there

How the Kanizsa Triangle illusion can be structured
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DISPLAY ELEMENTS OBSERVE FOCUS ON INDIVIDUAL REMOVE CONTEXT
Show three 'Pac-Man' shapes Most people see ELEMENTS

ASK PARTICIPANTS REVEAL THE ILLUSION
and three corner angles a white triangle Look at the shapes separately

DISCUSS THE IMPLICATIONS
Show the elements Is there a triangle? Highlight that no triangle Link to real-world examples
in isolation

/“\ /”\.,/. \®, ” ()

\ * * ‘ / ’ ‘\‘ .
- y i Effect:
Trainer action: Participant action: Trainer action: Trainer action: Participant action: Trainer action: Our brain fills in missing
Present the image on screen Most people perceive Draw attention to the Show the same elements Ask delegates what Add a dashed outline to information and creates
and ask participants what a white triangle, even individual shapes and spaced apart to remove they see now. Most will show that the triangle perceptions that are not
3 though no triangle lines rather than the the overall context. no longer see a triangle is not ph sically present actually there. This can
they see is actually drawn. overall picture. The triangle disappears. jwhen the comntext is i X %e image inﬂuenceyhow we interpret
incomplete or ambiguous
information.
PERCEPTION CONTEXT INFERENCE ILLUSION AWARENESS APPLICATION
Qur brain seeks Surrounding information We fill in gaps We can see things Recognise the risk Oo Consider how this
patterns h ) influences what we see automatically that are not there of misinterpretation affects decisions

sl «evernciPLE:

Our brain often creates meaning from incomplete information. We can perceive shapes, patterns or connections that are not actually present.

avsec@ For professional discussion and reflection e Illustrative, not exhaustive ¢ Activities should be

adapted to the audience and learning context ® Apply alongside appropriate organisational
evidence, risk and decision-making processes
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xample: Two views of the same informa

DISPLAY IMAGE
Show the ambiguous
image

P

Trainer action:
Present the image
on screen and ask
participants what

they see.

AMBIGUITY

The image has
two valid views

How a simple image can be interpreted in different ways

FIRST
INTERPRETATION
Most people see

a vase

Participant action:

Many people will
initially see a vase
in the centre.

PERCEPTION
Our brain seeks
) ) meaning quickly

KEY PRINCIPLE: The same information can be interpreted in different ways. Being aware of this helps us question our assumptions and consider alternative perspectives.

LOOK AGAIN
Ask participants
to look again

Trainer action:
Ask participants to
look again and see
if they can also see

two faces.

SECOND
INTERPRETATION
Show the two faces

T34

Participant action:
Many people will now
see two faces in profile
looking at each other.

CONTEXT
What we notice
depends on experience

54

BOTH INTERPRETATIONS

Show the image with
both views highlighted

54

DISCUSS
Why do we see
different things?

avsec
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LINK TO LEARNING
Connect to real-world
topics

Ty

MULTIPLE VIEWS

Different pecple can
see different things

Trainer action:
Highlight both
interpretations to show
that the same image
can be seen in two ways.

Participant action:

Discuss why people

saw different things
and what might

influence perception.

@ @® @ Discussion

Exploring differences
builds understanding

For professional discussion and reflection e Illustrative, not exhaustive ® Activities should be
adapted to the audience and learning context ® Apply alongside appropriate organisational
evidence, risk and decision-making processes

Trainer action:
Link to topics such
as bias, assumptions,
intelligence analysis,
threat assessment
and decision-making.

+ APPLICATION

- = Helps us recognise
bias and challenge
-

assumptions
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Example: The Monty Hall problem

How probability can lead to counter-intuitive results

€3 2 & 2 = g5

THREE DOORS MAKE A CHOICE REVEAL A GOAT TWO DOORS REMAIN DECIDE REVEAL THE RESULT DISCUSS THE MATHS
One car, two goats. Ask participants to The host opens a door You now have a choice: Ask participants: Show what was behind Switching wins about
Choose a door. choose a door with a goat (always a stay with your original Stay with your door the remaining door. 66% of the time.
(e.g. Door 1). goat, never the car). door or switch. or switch?

and win

Trainer action: Participant action: Trainer action: Trainer action: Participant action: Trainer action: Sranenaction:
Present three closed Choose a door. Open one of the Explain that two doors Decide whether to Reveal what is behind Explain why switching
doors and explain that Most people will remaining doors to remain: the original stay with the original both doors to show the gives a 2in 3 chance
behind one is a car and choose Door 1, 2 or 3. reveal a goat. choice and one other door or switch to the outcome:for those who of winpng, gespito
(e.g. Door 2). door (e.g. Door 3). e stayed arlld those who appearing _counter—
switched. intuitive.

behind two are goats.
BETTER CHOICE COUNTER-INTUITIVE REAL-WORLD USE
Switching gives l QOur instincts can = ;ssl}f_“nwi"r‘t’:gt?:a'ys’s
the higher chance. . be misleading. deci.:i)on—making_

RANDOM NEW INFORMATION PROBABILITY

Each door is The host's action Update the
equally likely. ) ) provides information. likelihoods.

.Il KEY PRINCIPLE: New information can change the probabilities. What feels like the right choice is not always the choice with the highest chance of success.

For professional discussion and reflection e Illustrative, not exhaustive ® Activities should be

NCE evidence, risk and decision-making processes
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Example: The base rate fallacy

How our intuition can be influenced by rare but vivid events

e © 2 e = @

SET THE SCENE RARE EVENT IMPERFECT DETECTION POSITIVE ALERTS THE QUESTION REVEAL THE ANSWER DISCUSS THE
100,000 bags screened 10 bags contain a The screening system Some harmless bags If a bag is flagged, In this example, IMPLICATIONS
at an airport. prohibited item is 90% accurate. are also flagged what is the chance it a flagged bag has Link to real-world
(0.01%). (false positives). contains a prohibited less than a 1%

examples and
decision-making.

. . item? chance of containing
100,000 = - a proh|h|ted item.
y
bags screened =

ESrm———

Trainer action: Trainer action:

Trainer action: Trainer action: Participant action: Trainer action: Participant action:
Present the scenario Explain that prohibited Explain that the system Explain that 1% of Ask delegates to Show the calculation Discuss how the base
and explain the numbers. items are very rare detects 90% of real harmless bags are give their estimate and the result. rate fallacy can affect
(10 out of 100,000). threats, but also also flagged (e.g. 50%, 70%, 90%). Discuss why our intuition security, risk assessment,

produces false alarms. (1 out of 100). Most will overestimate tends to oye_reshmate Lnte_}llger\ce a_qd

the risk. rare but vivid events. operational decisions.
BASE RATES RARE EVENTS ACCURACY HUMAN JUDGEMENT BETTER DECISIONS REAL-WORLD USE

Start with the Can appear more Even good systems We can overestimate Use evidence and 555':331'& t?::Srce

bigger picture important than produce false small probabilities base rates, not just allocation and risk

they really are alarms 4 intuition.

communication

ail KeEverINCIPLE: |

We often overestimate the likelihood of rare but vivid events and underestimate the importance of the overall context (base rates)

For professional discussion and reflection e Illustrative, not exhaustive ® Activities should be
avsec adapted to the audience and learning context ® Apply alongside appropriate organisational
RESILIENCE

evidence, risk and decision-making processes
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Example: The availability heuristic
How recent and memorable events can distort our perception

54

THE BIAS IN ACTION
Recent and memorable
events feel more likely
than they really are.

MEMORY IMPACT

The vivid images are
easy to remember.

SET THE SCENE

A dramatic plane crash
is widely reported
in the media.

Trainer action:
Show a news image or
headline from a recent

aviation incident.

MEMORY

We remember
vivid events easily

ail KEYPRINCIPLE: |

Participant action:
Ask delegates how
strongly they remember
the event and what
stands out.

O

WIDER EXAMPLES

The same bias can affect
other security and
risk decisions.

INCREASED
PERCEIVED RISK

COMPARE WITH REALITY
Look at actual data
on aviation safety over
a longer time period.

People feel flying
is now more dangerous,
even if the overall
risk has not changed. 4
Commercial aviation
accidents (per million fights)

Participant action:
Ask why the recent
event feels more likely
than the long-term
statistics suggest.

Trainer action:
Present real-world data
to show that, over time,

the risk remains very low
and has generally
fallen.

Trainer action:
Ask participants how
the news might influence
their personal view of
the risk of flying.

DECISIONS

Can influence personal
and organisational
judgement

DATA

Real data provides
context

BIAS
Memory can override
obijective risk

PERCEPTION

Recent events
feel more likely

Vivid, recent and emotional events are easier to remember, which can lead us s to overestimate their likelihood.
Always consider real-world data and a wider range of information when making decisions.

For professional discussion and reflection e Illustrative, not exhaustive ® Activities should be
adapted to the audience and learning context ® Apply alongside appropriate organisational

evidence, risk and decision-making processes

Trainer action:
Discuss other examples
(e.g. disease outbreaks,

cyber attacks, extreme
weather) where recent
events shape perceptions.
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DISCUSS THE
IMPLICATIONS
Consider how this bias
can influence decisions
in aviation security
and crisis management.

S o/

Participant action:
Discuss how to mitigate
the availabllity heuristic,
including the use of data,

diverse sources and
challenge within teams.

RISK MANAGEMENT
Use evidence, multiple
sources and challenge
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Example: Confirmation bias

How we tend to notice and remember information that supports our existing beliefs

O 2 © o @ o

SET THE SCENE MAKE A JUDGEMENT SELECTIVE ATTENTION FILTER OUT STRENGTHENED BELIEF REAL-WORLD EXAMPLE DISCUSS THE
A question with Ask for an initial We look for information . NG = Our confidence in the This bias can affect IMPLICATIONS
uncertain evidence. View. that confirms our view. _ We give less weight to initial view increases. security and Consider how to
information that challenges

risk decisions. mitigate the bias.

our view.

b Py
—— )
SUPPORTS
Trainer action: Participant action: Trainer action: Participant action: Trainer action: Participant action: Fa:r_f;:‘:; :_‘;:zr;;on
Present a question Choose a position Show how people Ask delegates which Explain how we tend DI.SCflIJSS ho“éth'.s might T nelcol:_:gnise
and two sets of evidence (or use a poll) based often focus more on evidence they noticed to give more weight to :: ;?;?gn ::{':fj'?ns and mitigate
(some supports, scme on the information evidence that supports or remembered confirming evidence, ity, confirmation bias

intelligence, risk (61 seck:disconfitalng

evidence, use checklists,
diverse perspectives).

contradicts). provided. their initial view. most strongly. which car;. (I;'ICFEE\SE AScessrieroncrisis
our conriaence. management.

PERCEPTION SELECTIVE FILTERING INCREASED DECISION RISK MITIGATION
We notice what ATTENTION We downplay CONFIDENCE Can lead to Use structured

fits our beliefs We focus on contradicting Our initial view incomplete or thinking and diverse
i confirming evidence information feels stronger biased decisions perspectives

..l KEY PRINCIPLE: We tend to notice, remember and give more weight to information that confirms our existing beliefs, while ignoring or downplaying information that contradicts them.

® For professional discussion and reflection e Illustrative, not exhaustive ® Activities should be
avsec adapted to the audience and learning context ® Apply alongside appropriate organisational
RESILIENCE evidence, risk and decision-making processes
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Practical tips for avoiding cognitive bias

Simple actions to make better and more balanced decisions

1 24 & o O o

SLOW DOWN SEEK DIFFERENT VIEWS USE A CHECKLIST LOOK FOR EVIDENCE CONSIDER THE REVIEW AND REFLECT BUILD A BIAS-AWARE
Give yourself time Ask others and Ensure you have Challenge assumptions OPPOSITE Learn from outcomes CULTURE
to think. consider alternative considered key and check the facts. Ask “What if the and update your Make it normal to
perspectives. information. reverse is true?”

thinking. question and challenge.

WHAT IF
WE'RE WRONG?
Trainer action: Participant action: Trainer action: Participant action: Trainer action: Participant action: Trainer action:
Emphasise the value Actively seek Provide or develop Ask: What do we know? Encourage delegates After a decision, review Rszgr'ce thatkg
of pausing before views from people a checklist relevant What do we not know? to deliberately explore what happened and co;‘z:’?&?g tlgagm
making a judgement, with different to the decision What evidence supports opposing views and consider if any biases e
especially when under experience and context (e.g. security this view? challenge the initial influenced the outcome. hallohoe Srid dhfferers
pressure. backgrounds. risk assessment). assumption. 9

AWARENESS

Recognise that
biases exist

views are welcomed.

CULTURE
® .. Support an
“‘ environment

i STRUCTURE CHALLENGE
Fns Use tools and Consider the
checklists opposite view of open debate

KEY MESSAGE: There is no single solution to cognitive bias, but a combination of simple and practical actions can help us make more informed, balanced and resilient decisions.

o® ¢ PERSPECTIVE

‘.‘ Value different

views

EVIDENCE

Focus on facts
not assumptions

LEARN
' Review and

update thinking

® For professional discussion and reflection e Illustrative, not exhaustive ® Activities should be
a adapted to the audience and learning context ® Apply alongside appropriate organisational
RESILIENCE evidence, risk and decision-making processes




