Measurement Paradox
Checklist

When measuring performance changes the
performance being measured.
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Why measurement can mislead

Measurement supports decisions, but poorly chosen measures
can distort priorities and create false confidence.

V\, How measurement helps ; E ' ' A ' How measurement can mislead

,
3 ’ Creates target fixation

basis for discussion and distorts behaviours
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Q Helps identify trends ORM || MISLEAD m En‘cj:ourageslg?ming
and manipulation

and emerging issues

I Provides a common
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| @ Can lead to under-reporting

Supports decision making —
and resource allocation o or hidden risks 4
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) Enables monitoring Ny _ i B - . . Qlt-b May displace risk to f;:
~a and accountability = et S > v g 8 e & unmeasured areas !1

Can give a false sense

; ‘ Demonstrates progress
to stakeholders of security
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When a measure becomes a target

Once people are judged against a measure, behaviours may change to improve
the number rather than the underlying security outcome.

GOODHART’S LAW

3 . . - -
@ Original objective
When a measure becomes a target,

Improve security outcomes it ceases to be a good measure. Focus shifts from what matters
N to achieving the metric

Reduce risk Do the minimum to meet the target

Prevent incidents Change definitions or reporting

Build a stronger

Under-report or reclassi
security culture £ ity
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Measure activity or effectiveness?

Completing activities does not automatically mean security outcomes have improved.

EFFECTIVENESS MEASURES § |
Show what has changed .' R

a Reduced risk
Fewer security incidents
Improved threat detection
' B4 Better compliance

/.‘ . Stronger security culture I
- a Improved security outcome

—

= |
ACTIVITY MEASURES .
Show what has been done \

u Training delivered
u Inspections completed
m Actions closed
- Procedures reviewed
Campaigns delivered

Good to do
These activities are important,
but they do not necessarily
demonstrate effectiveness.

< Focus on what changes
Look for evidence that risk is reduced,
behaviours have improved and security
outcomes are stronger.
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Watch for target fixation

People may concentrate on achieving the metric while losing sight of the wider security objective.

\/ Helpful focus ‘ A Target fixation

Keeps the wider _,-i Focuses only on
objective in view =i the metric

GET
A.ﬁEVED

0%
Training completed = )
L) Jeted 100 %

” Considers multiple Ignores other risks 4 [nspections cOmP
indicators and indicators u 100%
4 Actions closed
Looks at risk and _Can miss emerging & Audit findings
context issues =

Increases the risk
of unintended behaviour _:_:

Supports balanced
decision making
NEAR.MI'SSES]\_ - A 4 ' Y & & A n =%

-_ | CULTURE
| ISSUES

SECURYYT
OBJECT\\IE =

@avsec

[_l"l‘ \\. E




avsec' AVSEC RESILIENCE®
GRESH ENCE RESOURCE LIBRARY

avsec-resilience.com

£ ~
| BECOMES | ACTIVITYOR [ T GAMING UNDER- | IMPROVING | DISPLACF.D [ " UNINTENDED || BALANCED | REVIEWAND |COMMUNICATE| TURN INSIGHT

MEASUREMENT | ATARGET EFFECTIVENESS BEHAVIOUR REPORTING NUMBERS 'CONSEQUENCES VIEW | ADJUST 1 THE STORY INTO ACTION

Look for gaming behaviour

Measures can be manipulated, intentionally or unintentionally, to make
the metric look better without improving security.

Change definitions
e.g. reclassify incidents

Reclassifying incidents
e.g. record as non-security
¥ -

]
s ot Delaying or batching reports
Change timin ;

u E eg. dtgay repo?ting e.g. report after the period ~

! Changing thresholds -

— —°"° Alter processes e.g. raise the reporting level

- —G— e.g. change thresholds !
-—— At
= Reporting only positive activity g

l Select what to report e.g. completed rather than effective
a

e.g. focus on positive data

Excluding certain events

a GHbGhcethe DHerator e.g. specific locations or shifts
e.g. exclude certain events

< Reducing the denominator

e.g. fewer passengers or flights
:“ Influence the denominator

e.g. limit exposure or activity Changing processes

e.g. reduce inspections to lower
reported issues
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Check for under-reporting

A reduction in reports may indicate improvement, or a reduced willingness or ability to report.

J \ May be a real improvement ‘ ) T . ; - { May indicate under-reporting

TEIEICE SECu NATIONS
Fewer security incidents RITY IN VE EXPLAI Staff do not report
° / are occurring 250 - CIDENT REPORTS || POTEgmAL AE-TERNA" minor incidents

Reduced willingness
= .; to report

“‘

] : 200 = :

g Controls are working i Changes to reporting E ?epg;tlng process I
% /  effectively 150 :* process or definitions as become more complex

E- — | Under-reporting of . = P

- ..i Greater awareness ey i | minor incidents ° Incidents are reclassified =]
‘./ and prevention = Lack of confidence as non-security issues -

- in the system
‘;!;i Risk has genuinely | —_—— - Reclassification or @7? Lack of confidence
, Il been reduced 2022 2023 2024 2025 : removal of events i) in the reporting system -
o Management pressure g

i l to reduce reported numbers
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Question improving metrics

A better KPl does not necessarily mean security performance has improved.
Always consider what else could explain the change.

J \e Could be an 1mprovement ? Other explanations

SECURITY INCIDENTs

Reduced willingness

Fewer incidents to report

are genuinely occurring | 120

Changed definitions

Controls and mitigation or reclassification

measures are working

Increased reporting

Greater awareness thresholds

and prevention

Lower passenger
Improved detection or flight activity

and early intervention

Resource or staffing

#00 X1 2 0%

traints _—

\)R\T\‘ cons =3
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Focus has shifted to E.g

other priorities
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Look for displaced risk

Improving one measured area may move risk, workload or
undesirable behaviour to another area that is not being measured.

) i _ - B - é A\ Risk may be displaced
" B INCREASED y r

I\\ Improved results | SCREENlNG Moves to another

.l in the measured area

location or process

Shifts to another team
or department

@ Occurs at a different
time or shift

A

e

o Targets are achieved

s | -
; a More focus and
ﬁ /  resources
::; ‘ Positive performance
d reported =

J__ )
B

Transfers to another threat
type or modus operandi

Moves to a different
part of the operation

DIFFERENT METHOD

DIFFERENT TiME
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Check for unintended consequences

Actions to improve one metric can sometimes create new risks or
problems elsewhere. Look for trade-offs and side effects.

‘&” ' Good practice ’ A Check for side effects
' i : LONGER

Consider the wider g || XX SCREENING TIMES @ Increased delays
security picture r ‘ i ‘.i‘ — 4 and congestion
' | MR STAFF PRESSURE e L
Look for potential B — ﬂ Nega'g:e impact i !
Pacle ofFs N é S on customer experience [
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| P e e— = — Ay Creates workarounds
™™ Monitor for unintended = T 1 = > , A 7 — or non-compliance
s effects : i ) ] 3 3
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- ono
T\-\\“ngn\c.

E il
L

E . o 7 A new vulnerability
- TA Whet else coula &0 = INTENDED UNINTENDED is introduced
WA Who migntee atecked? ! BENEFITS A CONSEQUENCES
O -3 .
coeros? ¢
ks coNA € X

ﬂ WWhat e s Ae-ofEs
xaohe o
ccep SN )

e tnere &
ﬂ o2 \ e HOTRLOY e e

A o

@avsec

[_l’H‘[\[_,




a\ ,sec' AVSEC RESILIENCE®
GRESH ENCE RESOURCE LIBRARY

avsec-resilience.com

= =) = =
| BECOMES | ACTIVITYOR | T GAMING UNDER- | IMPROVING | DISPLACF.D [ " UNINTENDED '| BALANCED | REVIEWAND | COMMUNICATE | TURN INSIGHT
MEASUREMENT | ATARGET | EFFECTIVENESS BEHAVIOUR REPORTING NUMBERS CONSEQUENCES VIEW [ ADJUST | THESTORY INTO ACTION

Look for a balanced view

Use a mix of leading and lagging measures to get a clearer and
more reliable picture of security performance.

: J ! Why a balanced view helps

f A\ Risks of an unbalanced view

Shows early warning 1 . / &B Early warning signs
signs and final outcomes D - n L . - ' may be missed

e Too much focus on
incidents after the fact

LEADING MEASURES 'l Activity may-increase
4 security incidents ] without real improvement

Regulatory findings e
T4 res Effort may be placed
in the wrong areas

Reduces the risk
of wrong conclusions

i,

CIEICIGIC)

L
»

Supports better
decision-making

4 Training completed
u Inspections carried out
n Issues identified

Highlights opportunities
and challenges

T
l"‘

A Access violations
4 Disciptinary actions

back received 1 . -
Provides a more . B4 reed e e T4 Financial losses Leads to incomplete v
complete picture. =94 vulnerabilities res 5 or misleading conclusions
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Review and adjust regularly

Measures should evolve as risks, operations, priorities and organisational circumstances change.

' Good pracice

@ Set a regular review cycle / REVIEW \ / Q yuia;? cr]eastebecome

A

o > e —~. Q \
still relevant? y @ Focus on the wrong
2 \ ; 5 priorities

Poor or inconsistent
. data quality

Involve key stakehold “m —~ y Lack of stakeholder
& nvolve key stakeholders IMPROVE - a— & s A
Strengthen a- /

Q Adjust or replace _ security outcomes /£ 7 5o Changes in the operating
where needed g 2 % & ; " environment are not reflected

T
REV\E\N CYCLE "

Check the data quality

| ,./E Consider changes in risk
and threat
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Communicate the story, not just the numbers

@avsec
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Context, explanation and clear visuals help others
understand what the data means and why it matters.

Explain what the data

«” | Good practice '
|

shows and why it matters

Use clear and simple
visuals

-y
Link to real examples
J and context

e

@ Tailor the message
to your audience

o~ b4

,_/a

Be transparent about
limitations

Fewer incidents Increased
reported. inspections and

T e

SECURITY PERFORMANCE

From data to decisions

Q Q3 Q4
2024 2024 2024 2025 2025

WHAT T
HAPPENED? a i

improved compliance. posture.

'

HEY POmTs

- Incidents
(lagging)

=@= Inspections
(leading)

@ SO WHAT?

Lower risk and a

¢ A\ Common pitfalls

l Presenting numbers
wil without context

Using technical language
H that is hard to understand

Not addressing key
questions from stakeholders

Failing to show

stronger security

Overstating success
3 or hiding challenges

what actions follow
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Turn insight into action

Use leading and lagging measures to identify issues early, focus effort and drive continuous improvement.

J \ Key takeaways

Review your current
measures

@ Understand the
difference

\}
N
d .

Identify gaps

I Use both leading
M and opportunities

and lagging measures
Look for unintended
consequences

a Review and adjust W / -
- p .
/  regularly ' MONITOR /| RESPOND ENGAGE

UNDERSTAND ) Track and | Take action \ Share and IMPROVE

Identify the right analyse early communicate Build a stronger [
measures (
: g -- L 5 C\y™ security outcome

Agree actions
and responsibilities

™

Set a review date

. N

a@e Communicate the story
‘.‘/ and take action

Measure progress
and celebrate success

MNEXT STEeS

Review current leading AN @GOG, THEeaSAATES

ﬁ Identify gaps and new opporuuaniies.
ﬂ Agree actions and responsTiolzaes
ﬂ Set a timeline for revieww

MonNitor progress and adjust as needed
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