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Why measurement can mislead
Measurement supports decisions, but poorly chosen measures 

can distort priorities and create false confidence.
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When a measure becomes a target
Once people are judged against a measure, behaviours may change to improve 

the number rather than the underlying security outcome.
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Measure activity or effectiveness?
Completing activities does not automatically mean security outcomes have improved.
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Watch for target fixation
People may concentrate on achieving the metric while losing sight of the wider security objective.
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Look for gaming behaviour
Measures can be manipulated, intentionally or unintentionally, to make 

the metric look better without improving security.
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Check for under-reporting
A reduction in reports may indicate improvement, or a reduced willingness or ability to report.
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Question improving metrics
A better KPI does not necessarily mean security performance has improved.

Always consider what else could explain the change.
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Look for displaced risk
Improving one measured area may move risk, workload or 

undesirable behaviour to another area that is not being measured.
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Check for unintended consequences
Actions to improve one metric can sometimes create new risks or 

problems elsewhere. Look for trade-offs and side effects.
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Look for a balanced view
Use a mix of leading and lagging measures to get a clearer and 

more reliable picture of security performance.
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Review and adjust regularly
Measures should evolve as risks, operations, priorities and organisational circumstances change.
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Communicate the story, not just the numbers
Context, explanation and clear visuals help others

understand what the data means and why it matters.
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Turn insight into action
Use leading and lagging measures to identify issues early, focus effort and drive continuous improvement.


