Leading vs Lagging
Selector

Choose indicators that help you anticipate, monitor
and learn from security performance.

y 3
e 1

INCIDENT REPORT ‘;-s..j :
\ - P . .

e



a\ /sec’ AVSEC RESILIENCE®
QRESH ENCE RESOURCE LIBRARY

@‘& ey W

. FOUNDATION IDENTIFY INTERPRET

avsec-resilience.com

Why the distinction matters

Leading and lagging indicators give you different types of information.
You usually need both to manage security performance effectively.

LEADING INDICATORS LAGGING INDICATORS

Can indicate whether conditions, Tell you what has happened by
controls or behaviours are developing measuring outcomes or events
that may affect future outcomes. 1 that have already occurred.
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performance incidents breaches failures
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BEFORE AFTER
Opportunity to identify issues and intervene Confirms what happened
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Start with the security objective

Effective indicators start with a clear objective, supported by an understanding
of the risks and controls in place.

OBJECTIVE B CONTROL INDICATOR

What are you trying What could prevent What controls are What will you measure
to achieve or protect? this objective being in place to manage to know if the controls
achieved? the risk? are working?
e.g. Reduce unauthorised e.g. Opportunistic or e.g. Access controls, e.g. Overdue maintenance,
access to a security insider unauthorised background checks, access-control test results,
restricted area. access. security patrols, number of unauthorised
CCTV monitoring. access events.
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Understand lagging indicators

Lagging indicators measure outcomes or events that have already occurred.

Show what has already happened

Measure outcomes or events O . 3 '
h | ~

" SECURITY
 INCIDENT

Useful for confirming performance

Often used for reporting and analysis
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Important for learning and improving
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Security Unauthorised Prohibited Audit Losses and Regulatory
incidents access events articles found failures theft actions
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Understand leading indicators

Leading indicators measure activities, conditions, behaviours or control performance
that may provide earlier insight into future outcomes.

\ : MON
LEADING > LIONING

S Training
v [% Inspections

Indicate what may happen next
#~ Maintenance

Measure conditions, behaviours,
activities or controls
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¥ 23% Reporting
;/ .|I Testing EARLY

Can show early warning signs : _ ~ & WARNING
Support proactive decision-making 2 . - N
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o Provide an opportunity to intervene
<
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Training Overdue Planned maintenance Access-control Security reporting Staffing levels
completion rates corrective actions compliance test results activity and resilience
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Do not rely on the label alone

The same measure can be leading in one context and lagging in another.
It depends on what you are trying to achieve and the outcome against which it is being assessed.

o Context matters

o The same indicator can be
leading or lagging

Ask yourself:
Leading or lagging
in relation to what

objective or
outcome?

o Look at the objective and
what it is being compared to

Avoid assuming all measures
are fixed as leading or lagging

|_Examples"dg
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Access-control P - " . <

system failures Training completion rates Overdue maintenance Number of security reports
LEADING LAGGING LEADING LAGGING LEADING LAGGING LEADING LAGGING

for security risk for equipment for workforce if used to judge for potential for maintenance for reporting if used to measure
reliability readiness effectiveness system failure performance culture actual incidents
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Ask what the indicator tells you

Use a series of simple questions to help decide whether an indicator is leading, lagging or both.

What outcome or objective
does it relate to?
Be clear about what you are »

trying to achieve or protect.

Can you do something?

Does it provide an opportunity
to intervene before an unwanted
outcome occurs?

INDICATOR
CHECKLIST

What does it measure?

An outcome, condition,
activity, behaviour or
control performance?

o ~ When does it occur?

Before, during or after
the outcome you are
trying to manage?

Types of indicator

oy

What is the purpose?

Is it used to predict, monitor,
confirm, or learn from
what happened?

Does it show change
in risk or control effectiveness?

Or is it simply measuring activity
levels? -

CONDITION

ACTIVITY CONTROL BEHAVIOUR

Measures the result Shows the state Measures what Indicates how well Shows how people
that has occurred. or context. is being done. controls are working. act or respond.
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Use the time test

Look at when the indicator occurs in relation to the outcome you are trying to manage.

RISK INDICATORS

Training
Inspections
Maintenance

DURING

Before the outcome During the outcome After the outcome

Indicators that occur before an event Indicators during an event can help Indicators that occur after an event
can provide early insight and a chance monitor the situation and inform show what has happened and are
to intervene. real-time decisions. used to confirm and learn.

Overdue maintenance Live system failures Number of security incidents
Unauthorised access events
Prohibited articles found

Audit findings

Staff training completion Increased alert levels

Increase in security reports Suspicious behaviour observed

Unresolved corrective actions Screening queue times

Staffing gaps Control room activity Losses and costs
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For professional discussion and reflection e Illustrative, not prescriptive ¢ Indicators

® ’
@avsec should be interpreted in context and considered alongside security objectives, risk,

RESILIENCE controls, trends, evidence and professional judgement.
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Use a balanced approach

A mix of leading and lagging indicators gives a more complete picture of security performance.
INCIDENT

Benefits of leading indicators > ( Benefits of lagging indicators
REPORTS

o Provide early insight —_— o Show what has happened

o Help prevent problems

o Support proactive action | ( ( = i b . I ’

Confirm performance
= Highlight trends over time
Encourage a forward focus | 7 4 GING Support accountability

Help demonstrate impact |~

Show how controls are working B
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o Identify emerging risks
%

Inform future planning =

Practical tips >
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Use a mix of Link indicators Review indicator Consider Use trends to
leading and lagging to your objectives data together, the timing identify improvement
indicators and risks not in isolation of each indicator opportunities
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Look for trends and patterns

A single data point may not be significant, but a trend or
pattern can highlight emerging risks and opportunities for action.

How to analyse trends >

avsec-resilience.com

Collect relevant data over time

Look for increases, decreases or changes
Identify repeating patterns
Consider seasonal or external factors

Assess what the trend means
for your objectives

000000

Decide if action is required

[ Eamples 2
=

Increase in access More security incidents Repeating issues . 7 Increased disruption
control breaches during peak travel with the same Ic':_!cc;ttsigrox;sc::‘ tse':ren?rf::ls during adverse
over several months periods vulnerability weather

Gkavsec

ESILI



a\ /sec’ AVSEC RESILIENCE®
QRESH ENCE RESOURCE LIBRARY

S Mo = uiE,

. FOUNDATION IDENTIFY INTERPRET

Consider risk and context

The same indicator can mean different things depending on the context,
threat, vulnerability and potential impact on your operation.

Context examples >
. Location
Airport, region or country
— Time
E Time of day or season
Operational activity
Passenger, cargo or maintenance

~@ External environment
8‘ Weather or geopolitical changes

avsec-resilience.com

Key questions

What is the threat?
What are our vulnerabilities?
What could be the impact?

How likely is it to happen?

U

© 00000

Does the indicator change
the level of risk?

Are additional controls
needed?

Practical tips >

Organisational factors
‘ Resources, staffing or business

priorities

Use multiple sources Consider internal Compare against Assess local and Review and adjust
of information and external factors historical data regional context the risk level
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Turn indicators into action

Indicators are most valuable when they lead to informed decisions and practical actions.

From data to action >
o — . Monitor

_’_-Q Collect and review indicator
* (- data regularly.
e Analyse

Identify trends, patterns and
risk levels.
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- Decide
o Consider options and select
the best course of action.
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Increase screening Enhance surveillance Update threat messaging Provide additional training Review procedures

resources In response to repeated Following new intelligence After a rise in insider Based on trends in

dete;?gﬁ‘ﬁ}”g,g‘,ﬁf:g?tem perimeter incidents. on a specific risk. threat indicators. security incident reports.
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avsec should be interpreted in context and considered alongside security objectives, risk,
ESILIENCE controls, trends, evidence and professional judgement.
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Review and improve

Use indicator information to learn, make adjustments and strengthen future performance.

Learn

Review

Identify lessons,
understand why
changes have
occurred and what
worked well.

Regularly review . Q\\\
indicator data and Q'

assess what it is k\ Yy
“S—

1l

Update plans,
controls and
resources based
on what the
indicators show.

Implement changes
to strengthen
security performance
and build resilience.
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Set regular review Compare against Use a structured Involve relevant Set clear actions
periods previous periods review process stakeholders and owners

For professional discussion and reflection e Illustrative, not prescriptive ¢ Indicators
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Key takeaways and next steps

Indicators help you understand, monitor and improve security performance over time.

Identify your key
security objectives

Select relevant indicators .i

Use a mix of leading

and lagging indicators Collect and review data

Look for trends and ‘&
emerging risks i !

Discuss findings with
key stakeholders

Look for trends and patterns
Consider risk and context

Turn data into action { . _ - MOJ\!’LITOR
; AANAL Y SE
Review and improve regularly MONITOR _ y s ‘_-; o

Longer-term benefits »

Agree and implement
actions

Set a review date

0 00 0000

L
Stronger Earlier identification More effective Improved A stronger and
security decision of fieks ahd icsues tise of resources performance more resilient
making over time security culture

For professional discussion and reflection e Illustrative, not prescriptive ¢ Indicators

®
@avsec should be interpreted in context and considered alongside security objectives, risk,

RESILIENCE controls, trends, evidence and professional judgement.




