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Why the distinction matters
Leading and lagging indicators give you different types of information. 

You usually need both to manage security performance effectively.
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Start with the security objective
Effective indicators start with a clear objective, supported by an understanding 

of the risks and controls in place.
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Understand lagging indicators
Lagging indicators measure outcomes or events that have already occurred.
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Understand leading indicators
Leading indicators measure activities, conditions, behaviours or control performance 

that may provide earlier insight into future outcomes.
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Do not rely on the label alone
The same measure can be leading in one context and lagging in another. 

It depends on what you are trying to achieve and the outcome against which it is being assessed.
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Ask what the indicator tells you
Use a series of simple questions to help decide whether an indicator is leading, lagging or both.
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Use the time test
Look at when the indicator occurs in relation to the outcome you are trying to manage.
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Use a balanced approach
A mix of leading and lagging indicators gives a more complete picture of security performance.
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Look for trends and patterns
A single data point may not be significant, but a trend or

pattern can highlight emerging risks and opportunities for action.
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Consider risk and context
The same indicator can mean different things depending on the context, 

threat, vulnerability and potential impact on your operation.
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Turn indicators into action
Indicators are most valuable when they lead to informed decisions and practical actions.
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Review and improve
Use indicator information to learn, make adjustments and strengthen future performance.
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Key takeaways and next steps
Indicators help you understand, monitor and improve security performance over time.


