How to avoid groupthink in security decisions

A practical method for encouraging challenge, independent thinking and better security judgement.
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DEFINE DIVERSE CHALLENGE

What is groupthink?

Groupthink occurs when agreement becomes more important than examining the decision
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Reluctance to Suppression of Overconfidence in !
Pressure to question senior disagreement the group’s Limited
maintain views judgement consideration of
harmony alternatives
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Recognise the decision pressure

Groupthink is more likely when teams feel pressure to agree quickly

/— Strong hierarchy
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Operational urgency

Fear of criticism
Previous commitmen Desire to protect

to a decision organisational reputation
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Define the decision clearly

A clear decision question makes constructive challenge easier

What decision 7

is required? Should the current
. : security arrangement
continue unchanged?

Who has
authority?

What evidence
is available?

What would make us
change direction? |
-
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Separate facts from assumptions g;

Groupthink often develops when assumptions are treated as established facts. -§/

What is known? What is uncertain? What is inferred? What is being Which assumptions
assumed? are critical?
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Invite independent views

Independent perspectives reduce the risk of a shared blind spot. : ’,
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Operations

External stakeholders People outside the original decision
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DEFINE DIVERSE CHALLENGE

Create a challenge role

Constructive challenge should be built into the decision process.

—\
What could we be

missing?

“\
What evidence
challenges this view?
=

What would an
adversary exploit?

S/

“\
What could go wrong?

S

~
What early warning
signs matter?

/
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DEFINE DIVERSE CHALLENGE

Manage leader influence

Seniorviews can unintentionally shape the group before alternatives are considered.

Ask others for Separate authority Avoid signalling Encourage Treat challenge
views first from analysis the preferred outcome junior voices as a contribution
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Avoid premature consensu

Agreement should follow analysis, not replace it.

Has everyone had Are disagreements  Are people agreeing Has the preferred Is silence being
an opportunity being recorded? because of evidence  option been tested? mistaken for
to contribute? or pressure? agreement?
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Compare alternative options

A decision is stronger when realistic alternatives have been considered.
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Pilot a Accep{ the risk
temporary measure with monitoring

Maintain current Strengthen

Escalate for
approach J | existing controls J . different control

further evidence

Maintain current approach

Strengthen existing controls
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Introduce a different control

Pilot a temporary measure
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Accept the risk with monitoring

Escalate for further evidence
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Test the decision before acting

Pre-mortems and red-team reviews expose weaknesses before implementation.

Imagine the decision
has failed. What caused it?

What early warning signs
should be monitored?

What vulnerabilities
remain?

What safeguards
What would an adversary, can be added?

insider or opportumist exploit?
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Recognise warning sighs

Certain behaviours indicate that challenge and independent thinking may be declining.

“We have always “Everyone agrees.” “There is no need
done it this way.” ' to explore that.”

@

“Concerns are discussed
privately but not recorded. -

“Dissent is treated
as disloyalty.”
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“The decision is defended
before evidence is reviewed.”
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Record the decision rationale

A transparent record makes the decision easier to review and challenge.

Key
assumptions

§=
S Decision
v required

Evidence SECURITY DECISION RECORD

considered

Remaining
uncertainties

Alternatives
examined

Risk
accepted

Dissenting
views

Review date and
triggers for change

CONFIDENCE
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DEFINE DIVERSE CHALLENGE

The anti-groupthink checklist

Good security decisions require the group to think critically together.

Decision question is clear
Facts and assumptions separated - —
Independent views invited

Challenge role assigned

Senior influence managed
Alternative options compared
Decision stress-tested
Dissenting views recorded

Uncertainty and risk acceptance clear

pOREREREER

Review triggers agreed

| Think critically together
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