How to Use Open-Source Research Responsibly

A practical method for using publicly available information lawfully, ethically and proportionately.
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What is open-source research?

Open-source research uses information that is lawfully accessible to the public. HT &
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Public records

Academic pubications = Public social-media conten-t
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L \ Publicly visible does not automatically mean appropriate to collect, retain or share. J
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Define the research purpose

A clear purpose prevents unnecessary or unfocused information collection
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PURPOSE

What information
is genuinely

~ What decision or
question is being

supported? & needed?
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Who is authorised
to conduct
the research?

|
‘ When will the
research stop?

How will the
findings be used?
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Set legal and ethical boundaries

Responsible research begins with clear limits on what may be accessed and used.
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Use lawful

Respect terms L
access

~ and restrictions
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Do not bypass | L \ b
passwords or controls | &9 - -
Av_ond deception M

or impersonation
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Do not bypass
privacy settings

Follow policy

‘\‘ and seek advice ‘
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Apply necessity and proportionality

Collect only the information necessary for the defined purpose.
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Is it relevant? Is the level of
detail justified?
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. Collect less when less is enough
Could collection [/ d i

create unnecessa —= — 1 Does the value
risk? v outweigh the harm?

ecff0 For professional discussion and reflection e lllustrative, not exhaustive ® Apply alongside
@avs appropriate organisationalrisk, evidence and decision-making processes
RESILIENCE

avsec’
QRESH ENCE

AVSEC RESILIENCE®
RESOURCE LIBRARY

avsec-resilience.com




a\ ,sec AVSEC RESILIENCE®
QRESH ENCE RESOURCE LIBRARY

@é@lﬁj@i’z%

Protect personal information

Publicly available personal information should still be handled carefully.
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il -Q Justlfy sensitive
Minimise Flight Movement Record information

Flight: BA256 )+
Route: LHR = AMS

Date: 12 MAR 2025

personal data

)

Control storage

and access

Keep what % Redact what m
is relevant is not needed

Remove it when
no longer required
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Avoid unnecessary
identification
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Evaluate the source

Open-source information should be assessed before it is treated as evidence.

O URCE ASSESSMENT
Who — e ‘

produced it?

What is its
purpose?

Source profile
Global Aviation Watch

Publication date
12 Mar 2024

When was it

pUinShed? @  Author credentials | Is the original

MR Aviation security analyst | . 2
10+ years experience | source avallable.
Original source iy~

https://www.globalaviationwatch. arg!newsf ' |

. airport-security-update )
~ What expertise - / %Z’
" supports it? Inform and raise awareness
. e : Look for editing,
A Check before relying l manipulation or omission

ec For professional discussion and reflection e lllustrative, not exhaustive ® Apply alongside
@avs appropriate organisationalrisk, evidence and decision-making processes

[_l’H ‘[‘\“[_,




Preserve the original context

Information can lose meaning when it is removed from its original context.
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Save the original
webpage or document

Record the author
or organisation
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Record publication
and access dates

Keep relevant images
and surrounding text
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Note later changes
or updates
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Separate observation from inference

Responsible research distinguishes what can be seen from what is being assumed.

State uncertainty
clearly

Do not present
inference as fact
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Corroborate independently

One public source rarely provides enough evidence on its own.
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Official report Independent news

Specialist
analysis

o1l Publicd

Repeated copies are not
independent confirmation

Compare Record
Public data L independent evidence ' contradictions

Confidence should match the evidence

ec@ For professional discussion and reflection e lllustrative, not exhaustive ® Apply alongside
@avs appropriate organisationalrisk, evidence and decision-making processes

RESILIENCE



a\ ,sec' AVSEC RESILIENCE®
a\m ENCE RESOURCE LIBRARY

avsec-resilience.com

Recognise bias and manipulation

Open sources may be incomplete, selective, misleading or deliberately manipulated.
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Coordinated narratives
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A Ask what is missing

FACTS

Altered or reused images > : Do not accept the frame ]

automatically
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Handle sensitive findings carefully

esearch findings can create security, privacy or reputat

1

SENSITIVE L e
FINDINGS 3 ] ‘ | | ACCESSONLY  §

Do not publish
unnecessary detail

Use need-to-know Consider harm Restrict or redact Share through Escalate when
access from publication sensitive detail secure channels necessary
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Maintain an audit trail

A clearresearch record allows another person to understand and review the work
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. "*./ Record search @
terms and methods ’ '
Record the 3 — @ Record sources
purpose 1 I g and access times
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RESEARCH LOG
% Purpose Gotesndtine | Soumcefok | Motes | Reviewsd e : .
lw‘ C.l 01/04/2025 1024 hitps:/y.. o ’ .,h;.lh.- 1
Search terms P
U]]r, 01/0472025 1103 hups/f.. o
@ Sources T | ‘ —
01/04/20251217  https/y... o —
Evidence i 02/D4/7202509:41  MitpseH/ o —
. Decisions 02/04/2025 1426 https://... e
| Record evidence Q b Record decisions
and limitations fii?

\ and sharing

X

[Q Make the process rev:ewabfej
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® Set a review or deletion time .
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The responsible research checklist

Responsible open-source research is about collecting only what is necessary, understanding it
carefully and using it appropriately.

Purpose is clear and authorised

Access is lawful and proportionate
Only necessary information is collected

Personal data is minimised
Original context is preserved
Observation is separated from inference

Independent corroboration is considered
Bias, manipulation and limitations are recorded
Sensitive findings are handled securely

Method and judgement are recorded

COLLECT CAREFULLY » UNDERSTAND CLEARLY + USE RESPONSIBLY
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