How to research emerging aviation security risks

A practical method for identifying, assessing and monitoring risks before they become established threats.
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-What iIs an emerging risk?

An emerging risk is developing, uncertain or not yet fully understood.
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Deﬁne the research purpose

A clear purpose prevents unfocused scanning and unnecessary information collection.
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Establish the scope

Define the boundaries of the risk before searching for evidence.
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Airport, airline, \ Security, safety,
cargo or o cyber or
V) alirspace? resilience?
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Local, regional Immediate,

medium-term
or long-term?
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or global?

Strategic or
operational? )
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Loo?for weak signals

- » Early warning often appears as small changes before a clear pattern develops.

Do not dismiss
early indications
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¥
Scan multiple information environments

Emerging risks rarely appear in one source or one sector alone.
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Assess source quality

Information should be evaluated before itis treated as evidence.
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Who

=1 Whatisthe
produced it?

—_ source'’s purpose?

i, Source profile:
IEI  Global Aviation Watch
—

Independent aviation security think tank

gu‘hhior credentials:

y‘l r. Elena Hardin:

. Aviation securiltyganalyst \0
What exper‘tlse PhD, Air Transport Security &Q

Is the original
supports it?

i Publication date: source available?

14 March 2024 Q“"b

Purpose:
To analyse emerging risks

in global aviation security
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or incomplete?
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Separate sighal from noise

Not every unusual event indicates an emerging aviation security risk

Distinguish
isolated events

Avoid overreacting
to publicity

Identify
@ repeated
patterns

Check whether
reports are
connected

Record what

remains
uncertain

a’ Unusual route deviation

* GPS interference nce reported
Do not confuse

attention with evidence

+ Securlly alert at airport

J’- UAV slghtlng near airfield
4- Cybermcrden! (ATC)

Look for changes
in frequency or
severity
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Identify drivers and enablers

Understanding what drives a risk helps explain how it may develop.
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Compare time, place and context

A risk may look different across locations, time periods and operating environments.

Where is the
o risk appearing?
SR

&> ;

‘I When did it
begin?

Are conditions
comparable?

/ Is it increasing
l II or decreasing?

What local factors
explain the
difference?

Which aviation . *®
activitiesare
affected?
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Build alternative scenarios

Scenario thinking helps test how an emerging risk could develop.
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Expected development Faster or more severe Delayed or |Imlted
What happens if current development development
. conditions continue? I} ‘ What could accelerate the risk? What could reduce or contain the risk?
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Assess likelihood, impact and- uncertainty

Emerging risks should be assessed without creating false precision.

A . Who or what
\ What is known? ‘ e could be affected?
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How serious could
the consequences be?

ecW For professional discussion and reflection e lllustrative, not exhaustive ® Apply alongside
@avs appropriate organisationalrisk, evidence and decision-making processes

RESILIENCE




AVSEC RESILIENCE®
RESOURCE LIBRARY
-resili i

eeeeeeeeeeeeeeee m

Qhavsec

Identify indicators and actions

Research becomes useful when it identifies what to monitor and what to do next.
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s Good research supports proportionate decisions while recognising uncertainty.

The purpose and scope are clear

Weak signals have been considered
Multiple sources and sectors have been reviewed
Source quality and bias have been assessed
Signal has been separated from noise
Drivers and scenarios have been explored
Likelihood, impact and uncertainity are explained
Indicators and triggers are identified
Findings are translated into action

Review and escalation arrangements are agreed

MONITOR EARLY « THINK CRITICALLY « ACT PROPORTIONATELY
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